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THE R6D/OPERATIONAL MCti INTERFACE

J. P. Sh~
Las Alamos Nation&l Laboratory

Los Alamos, NM lJSA

ABSTRACT

Improvements in our ability to do materials control and
●ccounting (HCU) have been steady since the beginning of the
nuclear age and the appearance of p~oceases and facilities for
handling nuclear ❑aterials. The motivation for these
improvements has not been just safeguards: the desire for better
process control also has played a ❑ajor role, ●nd the emergence
of technology focused on the problems of MC6A has made it
possible to pursue such improvements. However, it is a
continuing challenge to match the needs of the operational MC&A
elements with the capabilities and resources of the R&D
community,

In the last couple of years thin challange has been ●ddressed
very visibly by the DOE’s Project Cerberus R6D Committee, which
has devised a procedure to encourage closer interactions between
Lhe operations and R&D elements. In the particular case of Los
Alamos, we have recently concluded the ●fforts of the Nuclear
Uaterials Management ●nd Safeguards Task Force, which made strong
recommendations ●bout the need for close internal cooperation.
The issues associated with these ●ctivitiam ●nd the mpecific
means for addressing them, will be of surpassing interest for the
future of safeguards,

INTRODUCTION

The history of nucle4r ❑ateriala production iB inextricably bound
up with that of materifilscontrol ●nd acccmnting (f’lCM)for the
simple reason that m~ceriala ●ccounting has always been ● vital part
of nuclear materials procc9s control. Tho fact that ● substantial
safe~uardfiR&D prugrcm ●xists today, ●nd that it hae the current
character, Ss eq~idenca?,hstFIC&Ai? ●n impo:-tantsafeguard element,
onpecially in addressing the insider threat, that IIC6Atechnology ●nd
its application ● re complex matters requiring further devolopmenc,
and that PlC&4requirements ●re evolving, The changing nature of
safeguard is highlighted by ●xamining the history (ace for ●xample
the paper The Fvolutlon of Safagu#rds Sy#ttims Doslgn’),

Uhila it is tru? tha~ llC6Aserves both the naeds of procsss
control ●nd eafef,uards,the xaasona why ●re somewhat different in
two ca8esJ, ‘Ihi.smeans that tha technical requirements on flC6AIl#lsm
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devices ●nd systems alao are different. For exemple, process control
rolias on ❑ oanurements of materials and process parameters that need
only be precise ●nough to minimize short-term fluctuations in process
operation ●nd product quality. hnger term ❑easurement errors, such
as calibration drifts or biases, tend to be less important ●s long as
they ●re not too large ●nd are relatively constant. On the other
hand, for materials accounting, longer term errors, especially for
measurements of transfers between materials balance areas (MBAS),
tend to be most Import/Antbecause of the cumulative nature of
inventory differences (IDS). The precision of these measurements
●re certainly of interest, but Iecs so because the associated ID
uncertainty component accumulates ❑ore slowly than does the component
caused by the long-term ●rrors.

The technology needed to satisfy both sets of requirements is not
simple, yet it must be accessible to those who have to do both
process control ●nd operational llC&A. Therefore, in this paper we
●xamine how that Is ●ccomplished through the joint efforts of the R&D
and operational HC64 community, and we ❑ake some suggestions for
improvements,

ORGANIZATIONAL STRUCTURE

Figure 1 shows the structure of DOE/Defense programs relevant to
the nuclear weapons complex and its safeguards and security
●ctivities. The organization is largely vertical with ●ach facility
reporting through its cognizant Field Offico to Headquarters (HQ).
The programmatic offices ●t HQ (e,g,, Military Application or
Nuclear IlaterialsProduction) generally have ● counterpart in each
Field Office. The Safeguards and Security operation ●lcment
●arvicaa both w~apons ●nd production, but gandrally reports to a
diffcront section of the Fiald Office, which in turn reports to the
Office of Safeguards and Sacurity (0SS) ●t HQ, Tha Safeguard ●nd
Security R&D programs report directly to 0SS, ●lthough there is
substantial intaractlon with the Field Office Safeguards mnd Security
unit. The R&D program lnterfacos directly at the operating l~vels of
tho weapona, production, ●nd safeguards ●nd ●osuricy ●lamente.

TIM Offico of Safeguards ●nd S@curity haa tha rsuponsibllity to
set standards ●nd criteria, promulgated through th~ is~ua~,ceof DOE
Ordars, to develop Orders that ●ncourage ●nd ensure an appropriate
level of safeguards and security for tho DOE complux, ●nd provide the
basic know.how for carrying out thos~ Ordo~:s. It iu the
respon~ibility of the programmatic officos to implement tho DOE
Orders ●nd to maintain that lavol of safeguards ●nd security in tho
facilities ●nd operations for which they are responsible, Thus, the
prosrmmatic offices ●nd thair operating contractors perform the MC&A
function in ●ccord with guidolinos sot down by 0SS ●nd asaisted by
tha technology ❑ado availabla by 0SS through ita ●afsguards ●nd



security R&D program. Therefore, the primary interface issues become

● \Iowto ●nsure the iasusnce of good DOE Orders

● how to anmure that the Orders are complied with, ●nd

● who pays for which parts of that compliance.

?ROCRA14CREATION

In the interest of ●ddressing the last two of these issues the
Project Cerberus R&D committee, chaired by Glenn Hammond of 0SS,
●xamined the nature of the Safeguards and Security R&D program over
the last two years. As a result of that ●ffort the program haa been
restructured and redirected, specifically to incorporate the concept
of user-need statements. The program has always been driven by
the user community, but this step ●stablishes the formal connection
●nd ensures that all elements of the complex have input to the R&i)
program.

Here acquisition of the user-need statements is not rnufficient.
The process of program creation ia ❑uch more complax, ●s ahown in
Fig. 24, In fact the process is even ❑ ore complicated than is
shown in the Figure. For example, the raw user requests coming from
the operating contractors generally are not suitable ●s direct R&D
tnquirements. The user requests are ●lmost ●lways very strongly
focused on specific problams. If ● solution ●lready ●xists, then it
should not be pursued under the R&D program, but ●s ● part of
safeguards implementation, If a solution does not ●xist, then to
take maximum ●dvantage of limited R&D resources, the body of user
requestsi●hould be examined to see if ●n R&D effort could serv~ more
than one need. Sometimes, the requests ●re so focusod am to
overspecify the problam, ●nd thus constrain the solution, when, in
fs t, ● more common solution ●pplicable to several ●reas in tho DOE
complsx might work ●s well ●nd be lass coetly overall, Occasionally,
roqucsts ara made for capabilities that would ●xcead ●n ●ppropriate
lovol of safeguards (e,g,, meaauring a low-level waste ●troam to 0,1
p-rccnt) or that fail to rocognlze that HCfLAtechnology is ●volmJing.

Consequently, ● loop not shown in Fig, 2, but one that is
●baolutsly ●ssential to ●n effective R6D program, in from the Centers
of Excellence back to the user community on ●n on-going basis, If
tho Centtrs of Excellence waited for tt,aus~r raqu-sts to come in
roll’ng before structuring th~lr program, tho r~al user needs would
seldom ba discovered, ●nd certainly not in ● timely fashion, Another
way of saying tho sam. thing ia that day.to.d~y interaction and
coopsratlon ●t the working loval among the operators, users, and
dovelopara is ● fundammtal r~quisito to improving safc~uarda,



PIJtJDINGARMNGEKENTS

The situation here is very simple: 0SS pays for R&D, the
programmatic office pays for implementation. The only difficulty is
dateruining which is which. Certainly, 0SS provides funds for
generic R&D that covers several problems in the complex.
Site-mpecific implementation is paid for out of DOE programmatic
funde. However, there in ● gray area of field assistance and so
called site-specific MD that always comes into question.
Furthermore, emerging safeguards technology needs to be demonstrated,
tented, and evaluated in operating facilities to ascertafn chat j.t
can do the safeguards job effectively, The situation is represented
in Fig. 3.

In the past, the relative contributions of 0SS and the
programmatic offices has been negotiated. However, the 0SS program
IS highly leveraged, being approximately one percent oi’the overall
defense budget, with only 10 percent of the amount spent by the
programmatic offices on safeguards and security m~tters. This latter
figure derives from the DOE safeguards and secur:.tycrosscut budget,
which is not ● budget but a compilation of programmatic funding
expenditures related to safeguards and security. Historically, ❑ost
of that expenditures have been on security.

OPEM?ION OF THE INTERFACE

At the working level, the interface functionrnon a daily one
on-one, technical basis, By virtue of these contacts, Safeguards
developers become aware of specific problems, the ●olutions to which
may have had applications at other facilities in the complex.
Oftentimes process, operational MC&A, ●nd R&D parsonnel ●re ●hared so
that the special problems of each area chn be ●ppreciated by chose in
the ocher ●reas, Thesa days, planning for new facility and tk,elr
related safeguards requirements is ❑ore and ❑ore being done early in
the design process uo that safeguards considerations can be factored
in ●t lower costs ●nd probably more effectively, Aleo, the ecope of
the safeguards requirem~nts, ●nd th~refore planning for increased
resources can be done more accurately, Likewise, new DOE Orders are
beginning to incorporate the intarast and capabilities of all
●lements of the community, which is important in obtaining willing
compliance with them and in ❑aking them ●chievable.

At Los Alamos we have formalized ● concept of the Safeguards
Implementation Project Team, both to help our own in-house safeguards
upgrades ●ctivities, ●nd to cor,:inue supporting improvements ●round
the complexa. We hava also restructured our safeguards ●nd
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R6D program along the lines shown in Fig. 4. Our prob=am
❑ajor tasks:

Task 1: Science and Technology Base

Task 2: Basic Systems Design and Integration

Task 3: Onsite Test and Evaluation

Task 4: International Safeguards.

We ~tndertakeprojects in Tasks 1, 2P and 3 according La the
distillation of R&D requirements from the user-need sta?einents
❑entioned previously.

POSSIBLE IHPROVEHENTS
.

The user Interface between operations and R&D has improved
substantially in the past few years, but there are still areas where
we could do even better. The following are a few suggestions.

Attitudes--Scnaetimessafeguards have been brushed aside by
those operatir.gthe processes by saying, “That’s not in my job
description.” Well, I think safeguards has to be made a part of
their job descriptions. Likewise, the programs, ●nd individuals
responsible for them, that comprise the nuclear weapons complex must
conrnidersafeguards and security an an integral part of their
operations, just like safety, for example,

Organization--The current organizational structure is fine
except that there need to be closer ties among operational MC&A, the
process line, and safeguards R&D. In keeping with the concept under
●ttitudes, the process operators need to be doing their own tlCM. If
there 18 ● separate operational HCU element as an organizational
unit, it mhould be assisting the process operators, not doing it for
thorn. We hava a paradigm for this ●rrangement in the IAEA, There,
●ach Stato does its ovn materials ●ccounting, ~hlch is then verified
by tho IAEA inapectoro. The IAEA doeb not do the uaterials
●ccounting for the States.

Bffactivaness l!valuation--Weneed R logical ❑ethod of
●valuating the effectivenema of variouu ●afoguarda ●nd security
techniques and ●pproaches ●s ● ❑oans of ❑aking rational decisions
●bout resource ●llocations. Thee deciglons should be made on the
basis of an assesaruentof risk, which I define ●s follows:

Risk - Thraat x Vulnerabilitiea x Consequences.



This assessment need not be highly formalistic, nor even necessarily
quantitative. The point is that safeguards decisions should not be
based solely on someone’s concept of any of the three components of
risk. A possible procedure for doing the assessment is depicted in
Fig. 5. Such a logic will form the underpinnings for a way of
alleviating the concerns of Congress and the public, The emerging
Master Safeguards and Security Agreements being developed for each

I site are a first step in the right direction.

Funding--A method of deciding, in a mutually satisfactory and
supportive way,the relative contributions of 0SS and ~he programmatic
offices to safeguards and security upgrades must 5e devised. Again,
this process will become easier as attitudes evolve toward
understanding that safeguards is our common concern.
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